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AHHOTauuA

B nanHO#l paboTe wWccienoBadMCh TapaMeTphl MOXOJIKH YelloBeKa 10 JIaHHBIM
akcenmepoMeTpa MoOOWIBHOTO TeiedoHa M JaNbHEUIIEro pa3BUTHA — TEXHOJIOTHH
MHTEIJUIEKTYaJbHOTO aHallM3a MOXOJIKH B CHCTeMax OMOMeTpuYecKoil ayreHTH(UKaiuu. B
paboTe paccMaTpHBAIOTCS OCOOEHHOCTH PETHCTpalK JBIDKCHUH 4YeloBeKa Ha OCHOBE
Pa3NMUYIHBIX METOAOB, OIMCHIBAIOTCS MTPOOIEMBI TP OIEHKE apaMeTPOB IMOXOJKH Ha OCHOBE
aKCeNCPOMETPUYECKIX  ITaHHBIX ~MoOmmpHOro TenmeoHa. B xome  mccienoBaHUS
IpUBJIEKATOCh 32 uyeoBeKka B Bo3pacTe OT 15 10 67 1eT MyXKCKOro M >KEHCKOro Ioja, ¢
pPa3IUYHBIMHA  (PU3UOJIOTHUECKUMH OCOOCHHOCTAMHU (pOCT, Bec, oOcaHka). Tak e B
OKCHEPUMEHTAIBHYIO TPYNIBl OBUIM TIPUBJICYEHBI JBOEC OJIM3HEIOB C OJAWHAKOBBIMHU
(M3HONIOTNYECKUMH TTapaMeTpaMH M 4YeJIOBEK, IEPeHeCIINH ONepalyio Ha KOJEHHOM
cycraBe. dopma onexapl ObUTa pa3iIWYHOM — OT IDIOTHBIX TNPHJIETAIOIINX INTAHOB 0
CBOOOHBIX OPIOK, a B KaueCTBe O0YBH HMCIIOJIB30BaJIMCh KPOCCOBKH, OOTHHKH U Ty (aiist
’KEHCKOTO I10J1a) Ha He BBICOKOM KaOmyke. B MeTommky uMcciemoBaHUs OBUIM BKITIOUEHBI
OCHOBHBIE THITBI JIBIDKCHUH, KOTOPBIE COBEPIIAIOTCS B IIOBCEAHEBHOW JKU3HM YeJIOBEKa IPH
xoap0e. B xone mccnenoBaHns aHAIM3HPOBANNCH MH)OPMATHUBHBIE ITapaMeTpaMu: CpeaHee
3HaUeHUE, CPEAHEKBaJpaTHUecKoe OTKIOHEeHHe, (opMa CHTHala (3HaueHne koddduumenrta
Koppensinuu). B xome wuccienoBaHHMs OBUIO yCTaHOBJIEHO, 4YTO HPUMEHEHHE OJHOTO
aKCEeNICPOMETPUYECKOTO  JaT4hKa  MOOMJIIBHOTO  TeleoHa  IO3BOJSIET  pasiuyaTh
COBEpIIacMbIC IBIDKCHHS UYEIIOBEKa IPH INEPEIBIDKEHHH B Pa3IMYHBIX YCIOBHAX ((opma
OJIEK/IBI, THII JIOPOTH H T.I1.), @ TaK e pa3sinyaTh JIOJIeH 110 0COOEHHOCTSM JBIKEHHH.
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Abstract

In this paper, we researched parameters of a person's gait according to the accelerometer of a
mobile phone for the further development of the technology of intelligent gait analysis in
biometric authentication systems. The paper considers the features of registering human
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movements based on various methods, describes the problems in assessing gait parameters
based on accelerometric data of a mobile phone. The study involved 32 people aged 15 to 67
years, male and female, with different physiological characteristics (height, weight, posture).
Also, two twins with the same physiological parameters and a person who underwent surgery
on the knee joint were involved in the experimental group. The form of clothing was
different-from tight-fitting trousers to loose trousers, and sneakers, shoes and shoes (for
women) with low heels were used as shoes. The research methodology included the main
types of movements that are performed in a person's daily life when walking. During the
research, informative parameters were analyzed: the average value, the mean square
deviation, the signal forms (the value of the correlation coefficient). In the course of the
research, it was found that the use of a single accelerometric sensor of a mobile phone allows
you to distinguish between the movements of a person when moving in different conditions
(form of clothing, type of road, etc.), as well as to distinguish people by the features of
movements.

Keywords
Intelligent system, gait, wearable device, phone, parameters, diagnostics, authentication,
estimate

1. Introduction

The development of intelligent technologies, the accumulation and processing of heterogeneous
data allow us to solve new classes of problems in all areas in practice. In particular, the development
of new approaches of the collection and subsequent processing of biometric data contributes to the
development of the functionality of intelligent systems. For example, the introduction of new
intelligent tools for personalized medicine (remote diagnostics, "transparent" health monitoring, etc.),
the improvement of access technology (identification and authentication, etc.) to services [1, 2, 3].
General trends in the development of technologies for collecting, processing and analyzing biometric
data are aimed at compactness, invisible, scale, continuity and functioning in real time. There are
many biometric parameters, as well as ways to register and process them [4, 5, 6, 7, 8]. At the
moment, the most common means of registering biometric parameters are: video and photo cameras,
microphones (external and personal devices) [9, 10, 11]. Sensors of wearable devices (mobile devices,
smart bracelets) are used less often (on a smaller scale) to record biometric indicators: fingerprint
scanner, pressure and pulse sensors, accelerometers and gyroscopes, touch screens [12]. The analyzed
biometric parameters are the parameters of the face, gait, behavior, cardiovascular system, voice, and
others.

The estimate of movement parameters for the authentication has been considered for more than a
decade. It should be noted, that the results of the estimate of movement parameters are used not only
in the field of protection against unauthorized access, but also in the field of medicine (diagnostics
and rehabilitation). There are several main types of motion parameters registration: based on external
sensors (video camera), based on manipulators (joysticks, trackballs, computer mouse, touch screens,
etc.) and based on wearable sensors (wearable sensors and sensors of external devices). All of them
have their own significant advantages and disadvantages. For example, the assessment of movements
using video recording depends on the lighting and the position of the person relative to the camera, in
addition, the assessment of movements requires a constant presence of the camera opposite the
person, which is currently not possible to provide [13, 14]. Methods of registering movements based
on manipulators provide information about movements at a local point (any part of a human limb),
imply a stationary or similar place of work or clear rules for registering movements (for example, a
touch screen) [15, 16, 17, 18]. Measurement of motion parameters based on wearable sensors is
performed using several sensors that are placed on kinematic pairs of a person, this significantly
reduces the mobility of the technology and aesthetic appearance. Because of this, sensor-based motion
detection methods are usually used in specialized laboratories. The exceptions are measurement
technologies made on the basis of sensors with a flexible base (including sewn into clothing), but this
technology is still under development. The same exception is considered to be registration methods
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based on an accelerometer or gyroscope, which are embedded in a wearable device — a smart bracelet
or a mobile device. However, the software used in these devices only allows you to allocate a small
number of movements (walking, running, swimming method), and the results of the work provide
small quantitative indicators (number of steps, speed) and are not tied to a specific
person [19, 20, 21]. Thus, the determination of informative parameters of signals of sensors of the
wearable device is relevant for development of intelligent algorithms in biometric authentication
system based on human movements. Data collection about the variation of values of movement
parameters of different users is the primary step to developing a model of human motor behavior
based on data of the accelerometer of a mobile phone.

The purpose of this work is the research of parameters of accelerometer signals of a mobile phone
for the expansion of capabilities of biometric authentication through the development of technologies
for intelligent analysis of gait according to mobile phone data.

2. Features of data registration and analysis

The task of estimating human gait based on the readings of one sensor is incorrect. This is due to
the fact that when moving, a person uses a significant number of muscles, ligaments and joints, which
leads to a multiparametric (multidimensional) model of movement [22, 23]. It is impossible to
correctly evaluate all types of movement based on a single sensor, but such a feature of movements
indicates a unique behavior (movement) of one sensor during the movements performed. The solution
of the problem of parameter estimation is also complicated by the following aspects:

1. The location of the phone can be arbitrary.

2. In a short period of time, the mobile phone can change its location, as well as can change its

orientation in space.

3. There is no rigid fixation of the phone. Even one person can wear different clothes that fit and

fix the phone in different ways.

4. Different phone models have different location of the accelerometer sensor on the board.

5. The location of the accelerometer axes relative to the front surface of the mobile phone may

differ for different models.

6. Various metrological characteristics of accelerometers.

7. The accelerometric sensor measures the projection of the acceleration of free fall, which is a

disadvantage when registering movements in specific conditions.

To research 32 people involved. They are aged 15 to 67 years, male and female, with different
physiological characteristics (height, weight, posture). Also, two twins (with the same physiological
parameters) and a person (person have underwent surgery on the knee joint) were involved in the
experimental group. The people were divided into 4 persons, so that in each group there were people
with approximately the same parameters of height, weight and age.

During the research, each person performed the same moves in a different form of clothing. The
form of clothing changed from tight-fitting trousers to loose trousers, and sneakers, shoes and shoes
(for women) with low heels were used as shoes — this amounted to 4 different combination of clothes
(6 combination for women).

In the experiments, the location of the phone was as follows: the front pocket of the pants, the back
pocket of the pants, near the ear (when talking) — this amounted to 3 different positions. The
movements performed were: walking, brisk walking, climbing the stairs, descending the stairs — this
amounted to 4 different types of movements. Also, each experiment was carried out with a bag on his
shoulder, with a bag on a preponderance, with a bag in his hand and without load — this amounted to 4
different types of load of persons. A laptop weighing was used as a load. The total weight of the bag,
including the charger and computer mouse, was 3.5 kg. Thus, taking into account various conditions,
person performed 192 different exercises - the main movements, that are performed in a person's daily
life, were included in the research methodology. The number of repetitions of each exercise (of the
same type of movements) ranged from 2000 to 3000.

The data of the accelerometer sensor of a mobile phone was analyzed, namely, the change in the
acceleration of free fall (raw data) during gait. The analysis of indirect (calculated) quantities (angles,
velocities, displacements, etc.) was not carried out to in order to avoid the accumulation of error
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during integration and additional calculations. Since a three-axis accelerometer was used in mobile
phones, data analysis was carried out for each axis (component) separately.

For each type of exercise, a template signal was selected from set of time series of this type for
each person. The template signals were selected from all the signals as the signals with the least noise.
All accelerometer data of each repeated exercise, template signals and their envelope form were
analyzed in the time and frequency range. The following parameters were analyzed:

e  Signal duration.

Average value.

Mean square deviation.

Value of coefficient correlation.

Frequency components with maximum amplitude (contribution to the total signal of more

than 70%).

The research of the frequency spectrum of signals was carried out on the basis of the wavelet
decomposition. The B-spline wavelet (type ‘fbsp 2-0,5-1" for program packet MATLAB) was chosen
as the parent wavelet, which most accurately allows you to recreate signals of the accelerometer
sensor of a mobile phone when gait (the average value of the correlation coefficient is 0.95, the value
of the mean square deviation is 0.03).

For the correlation analysis, the all signals were normalized in time and amplitude. Time
normalization was performed using the decimation procedure. This was done in order to align (bring)
the durations of the signals to the time of the shortest signal (exercise).

3. Results

Distinguishing of persons causes difficulties based on the average value of signal, since the
difference of average values of signals of persons does not exceed hundredths of a fraction in many
cases (Figure 1). At the same time, in the pocket of clothing random movements of the phone lead to
a decrease in differences (Figure 2).
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Figure 1: These are estimates of the average value of accelerometer signals for three components
for one of the subgroups

The figures show the results of the following types of exercises, which were performed in loose
clothes and in sneakers:
1. Walking with a phone in the front pocket.
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Walking when talking on the phone.

Walking with a phone in the front pocket and a bag.

Climbing the stairs with a phone in the front pocket.

Climbing the stairs when talking on the phone.

Climbing the stairs with a phone in the front pocket and a bag.
Descending the stairs with a phone in the front pocket.
Descending the stairs when talking on the phone.

Descending the stairs with a phone in the front pocket and a bag.
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In exercises with a different type of clothing, the differences are reduced by 2.6-3 times.
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Figure 2: These are estimates of the average value of accelerometer signals for three components

for one of the subgroups

The analysis of the spread of the mean square deviation shows a greater distinctness of persons
(Figure 3) compared to the distinctness using the average value. The mean square deviation allowed
us to see some differences even in twins under the same conditions (3 and 4 entries in Table 1). It
should be noted that when talking on the phone, it is quite difficult to distinguish between the persons
and their movements (it is not possible). This is due to a decrease in the number of movements of the
mobile phone — it turns out that the gait features are "extinguished". However, this feature when
climbing or descending the stairs on the contrary can help in distinguishing the persons (Table 2).

Table 1

The mean square deviation during normal walking in one of the subgroups

Person Component X ComponentY Component Z
1 3,92 3,88 6,33
2 6,50 5,33 3,53
3 2,12 4,18 2,92
4 2,23 2,02 2,64
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Figure 3: These are estimates of the mean square deviation of accelerometer signals for three
components for one of the subgroups

Table 2
The mean square deviation when climbing the stairs with the phone near your ear
Person Component X ComponentY Component Z
1 2,25 3,13 3,11
2 9,94 11,21 5,14
3 2,69 8,99 6,07
4 1,92 4,62 3,11

The most informative parameter is the signal form, as well as the spectral composition (Table 3).

Table 3
The main frequency in the spectrum when walking with a bag and a phone in the front pocket
Person Component X ComponentY Component Z
1 4,18 4,18 10,27
2 6,23 5,13 3,95
3 3,45 2,69 6,11
4 2,83 9,14 2,95

Although the durations of signals and patterns differ in different experiments for different subjects,
bringing them in the same dimension with subsequent estimation of the correlation coefficient value
gives a good result. In the worst case option (in loose clothing and sneakers), at least 90% of
movements can be distinguished at a threshold value of the correlation coefficient of more than 0.8
(Table 4), in good conditions (tight clothing, shoes), this percentage is achieved at a threshold of 0.7.
A correlation receiver was used as a signal detector. The most similar movements are performed
during ascents and descents of the stairs. It should be noted that such a comparison is performed with
the same duration of the exercise performed, which was not recorded during the research. This means
that the probability of recognizing movements and subjects by individual movement patterns
increases significantly.

27-30 cenmsabpsa 2021, Huaxcnuii Hoéeopoo, Poccus 111



Artificial Intelligence, Cognitive Technologies and Robotics GraphiCon 2021

Table 4
An example of the correlation of normalized signal patterns in one of the subgroup when climbing
stairs with a phone in the front pocket

Person 1 2 3 4
1 1 0,54 0,38 0,42
2 0,54 1 0,6 0,47
3 0,38 0,6 1 0,68
4 0,42 0,47 0,68 1

4. Conclusion

In the course of the research, it was found that the use of a single accelerometric sensor of a mobile
phone allows you to distinguish between the movements of a person when moving in different
conditions (form of clothing, type of road, etc.), as well as to distinguish people by the features of
movements. The material collected as a result of the research will allow us to apply neural network
technologies to improve the quality of distinguishing movements and people, and implement these
developments both in individual devices (in the form of software) and in information systems of
medical, law enforcement and banking profile. It should also be noted that in order to improve the
quality of analysis of biometric data of a person's gait according to the data of a wearable device, it is
necessary to conduct an analysis with other factors not considered, as well as to attract a larger
number of subjects with various physiological features and deviations in the functioning of the
musculoskeletal system to form a database.
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